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About Synapse® and the Synapse SB67070 SIP
Gateway

Synapse is an IP-based PBX system that integrates seamlessly into an existing Local
Area Network (LAN). A Synapse system can include any or all of the following
devices:

e SB67010 PSTN Gateway

e SB67050 Analog Terminal Adapter (ATA)

¢ SB67060 T1 Gateway

e SB67030, SB67031, or SB67020 Desksets

e SB67070 SIP Gateway
To deploy Broadvox GO! SIP Trunking service, the Synapse system must include a

SB67070 SIP Gateway. The SB67070 SIP Gateway allows the Synapse system to
make and receive external calls via a SIP Trunk Service Provider.

Currently, one SIP Gateway and four SIP accounts are supported on a single Synapse
system.

SB67070 SIP Gateway Features:

A LAN 10/100 BaseT Ethernet port connects to the existing Synapse network.

e A four-line LCD display with four hard keys provides status information, such
as the device IP address, and allows basic network configuration and firmware
upgrades.

e Device configuration and system configuration, such as SIP Account
information, through the Web User Interface (WebUI).

e Up to 16 simultaneous voice calls are supported.
¢ Additional System features, including Direct Inward Dial (DID) and multiple
Auto Attendants.

For more information about Synapse, visit http://telephones.att.com/smb.

SBE7030/031
Deskset

Public Side

Private Side

SB67020
Deskset

Application servers,
Network gateways, etc:

DSLiCable
Modem WAN
Public IP

SBE7030/031 IP Router

Deskset

|
|
|
|
|
|
|
|
|
SB67070 SIP Gateway |
|
|
|
I
|
|
|
|

LAN

Network Switch Dynamic/Private IP [£

Broadvox SIP

|
|
l "
| Trunking
|
|
|
1

Figure 1: Typical Synapse System Connection to SIP Trunk Service Provider Over a Public Network
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Purpose, Scope, and Audience

This technical application note describes the configuration of the SB67070 SIP
Gateway for the Broadvox GO! SIP Trunking service. This document is suitable for
use by anyone deploying the Broadvox GO! SIP Trunking service in conjunction with
the Synapse system with SB67070 SIP Gateway. This document has a technical
audience in mind - specifically IT professionals with some experience in PBX
administration and familiarity with VoIP technologies. This document is not for
business administrators or people in other non-technical careers. In order to
successfully use this document to deploy Broadvox GO! SIP Trunking service, you will
need to possess the following skills, or have access to professionals or consultants
with the following skills:
e Familiarity with network troubleshooting tools, including:
o Wireshark/Ethereal
o dig/nslookup
o0 ping
o traceroute
e Familiarity with the Synapse PBX system, including:
o Trunk configuration
o Dial plan configuration
o Extension configuration
o Mailbox configuration
e Familiarity with Session Initiation Protocol (SIP)

e An understanding of all seven layers of the Open System Interconnection
(OSI) model

e A complete understanding of your internal network structure, Network Address
Translation (NAT) setup, and firewall setup

e A complete understanding of your public Internet connectivity
Broadvox can only provide support for Synapse to the extent covered in this
Technical Application Note and the included reference configuration, so if your level

of technical expertise does not include the above skills, it is recommended that you
obtain the services of a software professional.

Ordering SIP Trunking from Broadvox

When ordering your service from Broadvox, you must specify the following
requirements to ensure that the service is initially compatible with the Synapse SIP
Gateway:

e Routing priority should be dynamic first, static second

e Dialed humber must be in the “To” header field

e The Gateway will be operating behind a NAT.

Synapse SIP Gateway Deployment Information

Before you begin deploying the Synapse SIP Gateway, please locate the following
information. If you have questions about any item, refer to the descriptions and
additional details provided on the pages that follow.
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SIP Gateway IP Address: . . . (on the SIP Gateway LCD)
Max Calls:

Preferred Codec: ulaw G.711

Alternate Codec: G.729

Is Synapse Behind a Firewall?: Yes No

Is There a Local Firewall?: Yes No

Synapse External 1P Address

Your SIP Gateway will use a private IP address of the form 192.168.x.x, 172.16.Xx.x -
172.31.x.x, or 10.x.x.x. This internal address is not routable on the public Internet.
In order for your SIP Gateway to connect to the Broadvox Session Border Controller
(SBC), you must translate your private IP address into a public IP address using a
Network Address Translator (NAT).

When the SIP Gateway is behind a NAT, your public IP address will typically be the
public IP address of your NAT. You may also have a static, one-to-one mapping of a
public IP address to your private IP address. In this case, your public IP address will
not match the IP address of your NAT, but you can look up the correct public IP
address in your NAT configuration. If in doubt, you can perform a network packet
capture using Wireshark (previously called Ethereal) on the public side of your NAT
while simultaneously issuing some form of Internet request on your Synapse server.

Sending Calls to Broadvox

In your Welcome letter, Broadvox provides IP addresses to which you may send
calls, and from which you should be prepared to receive calls.

At the top of your technical welcome letter, you will see a table like this one which
shows your account number, turn-up ticket number, and trunk number. This
information should be provided to Broadvox when you call for assistance to expedite
support.

Account Number Trunk turn-up Ticket Number Trunk Number

Figure 2: Welcome Letter Account Information

The third page of the welcome letter contains a table of the IP addresses and ports
you need to allow through your firewall. Note that the table included here is an
example and may be out of date.
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Traffic Type IP Addresses Protocol Port Range
208.93.224.224/28
SIP 208.93.226.208/28 UDP and TCP 5060
208.93.227.208/28

208.93.224.224/28
SIPS (SIP over TLS)  208.93.226.208/28 TCP 5061
208.93.227.208/28

208.93.224.224/28
208.93.226.208/28
208.93.227.208/28

64.158.162.71

64.158.162.100
. 64.152.60.71
Media 64 152 60.164 UDP 1024-65535

209.249.3.71

209.249.3.81

64.156.174.71

208.93.227.5

208.93.226.5

Figure 3: Firewall Configuration Information

The third page also contains the IP address and DNS information you should use for
configuring your trunk. We recommend you use the DNS A record entries, which the
SB67070 SIP Gateway supports.

City DNS A Record DNS SRV Record IP Address

New York City, NY nyc01-01 s broadvox net nyc01-01 fs broadvox.net 208.93.226.212
Dallas, TX dfw01-01.fs.broadvox.net dfw01-01.fs.broadvox.net 208.93.224 228
Los Angeles, CA lax01-01 fs_broadvox.net lax01-01 fs_broadvox.net 208.93.227 212

Figure 4: Trunk Destination Information

Also on the third page, you will find a section containing information about how
Broadvox has provisioned your SIP trunk. You should carefully review this
information to ensure it is configured as you specified when you ordered the service.

Admin E-mail: your_email@yourcompany.com

Trunk Type: GO!Anywhere (or other Broadvox service)
BTN & Username: 5551234567

Password:

TCP: [J

TLS: O

SRTP: [

Dialed Number In: To-URI

NAT Allowed: Yes
Simultaneous Calls: 3 (however many you ordered)

Figure 5: Broadvox Provisioning Details

The 'Admin E-mail' lists the E-mail address which will receive alerts from the Fusion
platform when various recognizable events occur. These events include things such
as calls being blocked because they would cause you to exceed the simultaneous call
sessions you purchased.

Finally, on the fourth page, you will find two sections that specify how Broadvox is
configured to send calls to your Synapse system and how Broadvox is configured to
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receive calls from your system. These two sections are only utilized if you provided
static IP address information or DNS information. Broadvox can send calls to entirely
separate systems from the ones it is configured to receive calls from. This allows you
to split your inbound and outbound traffic for any reason you may have, including
but not limited to load distribution over several systems or multiple Internet
connections. In addition, Broadvox can randomly load-balance calls across several
systems using an identical priority for the Send-To records. These options should
allow you to engineer your traffic flow to suit your particular needs.

Static Receive-From Records Location Check Location Type

DNS A DNS SRV

123.4.567.890 O L] I
| | |
O | |
O | |

Check Location Type

Priority | Static Send-To Records Location DNS A DNS SRV

1 123.4. 567890

OOo0ono
O00O
OO0

Figure 6: Signaling Configuration

SRV Records

Service records (SRV) are a form of Domain Name System (DNS) record. They
contain information about where to send requests for a particular service offered at a
specific domain. In the case of Broadvox GO! SIP Trunking, they provide the IP
addresses, port numbers, and preferences to use for sending SIP calls over UDP to
Broadvox. The SRV location to use for sending calls to Broadvox for each of your
trunk groups is in your Welcome letter.

Preferred and Alternate Codecs

Broadvox allows you to select preferred and alternate codecs to simultaneously meet
your bandwidth requirements and provide greater end-to-end support. In the event
that your destination party or your destination party’s carrier cannot support your
preferred codec or alternate codecs, Broadvox will automatically transcode your call
to a supported codec.

When configuring codecs, please keep in mind that G.711 pLaw (ulaw) consumes
approximately 87.2 Kbps of bandwidth per simultaneous call. G.729 Annex B (g729)
will consume approximately 31.2 Kbps of bandwidth per simultaneous call. Also,
keep in mind that G.711 offers superior call quality when compared to G.729, but
only if you have enough bandwidth to support all of your simultaneous calls.

If the SIP Gateway Is Behind a Firewall

If the SIP Gateway is behind a NAT, then it is almost certainly behind a firewall. It is
also possible that the SIP Gateway uses a public IP address but is still behind a
firewall. If you use a Cisco PIX, SonicWALL, Shorewall, Firebox, or any other brand of
firewall, you may need to perform additional configuration steps on the firewall
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device to allow the SIP Gateway to function properly. Additionally, you may be using
an Application Gateway such as an Ingate SIParator. These devices will also need
additional configuration to allow the SIP Gateway to function properly. Configuring
your firewall or application gateway is beyond the scope of this document. In
general, you will need to allow UDP port 5060 in both directions, as well as UDP ports
1024 to 65535 for RTP. We recommend only opening these ports for the Broadvox-
provided IP addresses.
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Installing the SB67070 SIP Gateway

To install the SIP Gateway, see the Synapse Installation Guide (for software 1.10.4
or later) available at http://telephones.att.com/synapseqguides.

Configuring Synapse for Broadvox SIP Trunking

The Synapse WebUI allows you to configure the SIP Gateway for Broadvox SIP
Trunking service.

Logging In to Synapse as Administrator

To access the Synapse WebUI and log in:

1.

Connect your computer to the same IP subnet as the Synapse system, or ensure
that devices on different subnets are able to communicate. You can connect your
computer to the PC port on the back of a Deskset.

. On the Deskset, press MENU then 4. The Deskset Information screen appears.

w

SBETO20
Status: Synchronized *
IP Addrezs: 1921620102
MAC Address: 00anES4D
Serial Mo GG2O012042
Boot Wer: 2532
P Firrware Wer: 193
c Uze W or 4 to scroll Press Exit when UL!ick_’

status: Synchronized | [done Dial

P Address: 152.168.1.3

3. Find the IP address on the Deskset Information screen.

Open a browser. Depending on your browser, some of the pages presented here
may look different and have different controls.

. Type the Deskset IP Address in the browser address bar and press Enter. The

Login page appears.

=
= atat

Login

Login Name:

| Login Name: Users should enter the extension number.
Administrators should enter the Administrator ID.

Password:

Password: If there is an Extension password, the User
should enter that password. If there is no Extension

— password, the User should leave the password field blank.
Login Administraters should enter the administrator password.

Enter admin in the Login Name field and 12345 in the Password field, then click
Login. You can change your Admin ID and password once you are logged in.

. Click topics from the navigation list on the left side of the WebUI to see them. For

your security, the WebUI times out after 10 minutes, so if it is idle for that time,
you must log in again.
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Logout

System Settings
System Information
Basic Settings
Auto Attendant
Call Queue

Call Restriction

Dial Plan Settings
Direct Inward Dial
Fax Configuration
Group Mailbox
Hold Settings
Overhead Paging
Paging Zones

Ring Groups
System Directory
Trunk Naming
Trunk Reservation
Trunk Routing
Voicemail to Email
Extension Settings
ATA Settings

SIP Gateway Settings
T1 Settings
Device Management
Help

System Information

The following devices are registered at this site:

Desksets: 7
ATAs:

PSTN Gateways:
T1 Gateways:
SIP Gateways:

o e e

Current Appearance Mode: Call Appearance

For detailed information regarding this site, press the button below.

Detailed Site Information
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Configuring the SIP Gateway
To configure SIP Account Settings:

1. In the navigation menu at left, click SIP Gateway Settings. The SIP Account
Settings page appears.

SIP Account Settings

Select Account to Edit: |Broadvex ~ Delete Account

Account Type: & SIP Trunking { Remote Site

Basic Settings:

Account Enabled: ¢ Disabled ' Enabled

Account Mame: |Ernadvnk

Max Calls:

2

Display Mame: |Acme Co. Broadvox

User Name: [6551234567

Auth User Name: [6551234567

Auth User Password: |passwurd

Registration Settings:

Static Registration: [T

Registration Expires: ISGUG

Registration Status: Registered

Server Settings:
SIP Server:

Address or Url: I\d(]H]E fs broadvox net

port: [5060

Registrar Server:

Address or Url: |

Port: |

Outbound Proxy Server:

Address or Url: I

Port: I

Codec Configuration:

Disabled Codecs Enabled Codecs
G7llu
Add > 'S
< Remove v
Apply Cancel

Select SIP Trunking as the Account Type.

Select Create New Account, or select an account to edit. If you have already
created an account, a Delete Account button appears. Clicking Delete Account
deletes the account and loads an empty account page.

4. Enter the SIP Gateway Basic Settings.

a. Enable or Disable the account. You must enable the account before it
can be used. Disabling the account does not erase the settings
associated with the account.

10
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Enter the Account Name. The SIP account name appears on the Dial
Plan Settings page and the Trunk Reservation page.

For Max Calls, enter the number of simultaneous call sessions you
purchased from Broadvox. The maximum value is 16. Setting the Max
Calls to a value that is less than the current number of Trunk
Reservations for the SIP Account will generate an error.

Enter the Display Name. The Display Name is the text portion of the
Caller ID that is displayed for outgoing calls.

Enter the User Name as provided by Broadvox. The User Name, also
known as the Account ID, is usually the company's main number.
Synapse will only accept digits for a User Name.

Enter the Auth User Name as provided by Broadvox. The Auth User
Name is used for authentication with the service provider and in most
cases is the same as the User Name.

Enter the Auth User Password as provided by Broadvox. The Auth
User Password is for authentication with the service provider. Masking
of this password is not necessary.

5. Enter the SIP Gateway Account Registration Settings.

a.

Enter the number of seconds for Registration Expires. This setting
applies to dynamic registration. It is a re-registration timeout value
sent to the SIP Provider. This is usually overriden by a re-registration
interval determined by the service provider’s response. The default
setting is 3600 seconds and should only be changed on the advice of
your service provider.

6. Enter the SIP Gateway Account Server Settings.

a.

Enter the SIP Server address or URL. This is the SIP Server
Hostname from your Broadvox Welcome letter.

If necessary, enter the SIP Server Port. Port 5060, the default
setting, is typically used for SIP transmission.

(Optional) Enter the Registrar Server address or URL.

(Optional) Enter the Registrar Server Port. If a Registrar Server
address or URL is entered in the field above, it may not be necessary
to enter a Registrar Server Port.

(Optional) Enter the Outbound Proxy Server address or URL.

(Optional) Enter the Outbound Proxy Server Port. If an Outbound
Proxy Server address or URL is entered in the field above, it may not
be necessary to enter an Outbound Proxy Server Port.

7. Configure the Codec Configuration.

a.

Enable or disable audio codecs. You can click Add > to add the
selected codec to the Enabled Codecs list, or click < Remove to add
it to the Disabled Codecs list.

8. Arrange the enabled audio codecs. Select a codec, then click A or ¥ to change
the order. The preferred codec is G.711u; the alternate codec is G.729.

11
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The SIP Gateway uses the audio codecs in the order they are listed on a per call
basis. You can choose codecs based on the speed versus audio performance
required.

9. Click Apply to save your changes.

The SIP Gateway Registration LED should turn green when the SIP Gateway has
successfully registered to Broadvox.

12
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Configuring the Dial Plan

Before configuring the Dial Plan, see “Dial Plan Settings” in the Synapse System
Administrator’s Guide (for software 1.10.4 or later) available at
http://telephones.att.com/synapseguides.

To configure Synapse Dial Plan settings:

1. In the navigation menu at left, click Dial Plan Settings. The Dial Plan Settings
page appears.

Dial Plan Settings

WARNING: Erroneous setup of these parameters will result in inconsistent system
operations. Please refer to the Synapse Administrator's Guide

Number of Digits: @ 3 © 4
Default Phone Extension Prefix: ZE

Park Extension Prefix: [1[x]

Default Routing Priority Broadvox

Excluded Trunks Included Trunks
Broadvox
T1GW-1
Add > PSTN GW-1 Lina 1 a
PSTN GW-1 Line 2
PSTN GW-1 Line 3

< Remove  [|pgTN G-1 Line 4 hd
Call Log / Messages Prefix: 9
Dialing Rules
Pattern: Route:
911)19:1911 Emergency []
Warning: Ensure the Emergency Number does not conflict with an Extension Number.
19:1[2-8 oo Default Routing Priority E
19:1[2-9 oo T Default Routing Priority E
19:002-8]11 Default Routing Priority E
19:1[01][2-9]oxexxaaxx Default Routing Priority E
19:1[01][2-9xaexxxx T Default Routing Priority E
19:1011x.T Default Routing Priority E
19:110[12] 0. T Default Routing Priority E
Default Routing Priority E
Default Routing Priority E
Default Routing Priority E
Default Routing Priority E
Default Routing Priority E
Default Routing Priority E
Default Routing Priority E
Default Routing Priority E
Default Routing Priority E
Default Routing Priority E
Default Routing Priority E
Default Routing Priority E

Reset Dialing Rules to Factory Default Apply Cancel

2. Set the Default Routing Priority. Ensure that the Broadvox SIP Account that
you configured is included in the priority list. You can:

e exclude a trunk by selecting it, then clicking < Remove. You may want to
exclude a trunk if it is being used for a fax line or a door phone line, for
example.

e move a trunk up or down the priority list by selecting it, then clicking A or V.

13
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. Set the Call Log/Messages Prefix according to your Dialing Rules. You can
enter a maximum of eight digits using only the characters 0-9, #, *, or P. Leave
the field blank if the Dialing Rules do not use a number for external line access.

. Enter or modify Dialing Rule patterns. For more information, see “About Dialing
Rules” in the Synapse System Administrator’s Guide.

. Select a Route for each Dialing Rule pattern as required. The list of routes
includes all available trunks in the system, as well as the Default Routing Priority.

. Click Apply to save these settings.

14
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